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tMo for SharePoint: Secure Mobile Data

Collection
Product Overview

Trusted Mobile Solutions, July 2008

Executive Summary

tMo for SharePoint is a simple, easy to use solution for secure mobile data
collection integrated into a Microsoft based enterprise. The product strategy is
simple and extremely flexible — provide a secure mechanism that allows real time
collaboration and information sharing via the use of organizations existing or new
mobile devices and Microsoft based backend technologies.

tMo for SharePoint has three main components.

First, a Windows Mobile 5/6/6.1 application. This is the front end vehicle for secure
data capture and situational awareness. In essence, this application is built for
simplicity and ease of use — allowing users to easily provide contextual, real world
content and information sharing to an organizations decision tree — wherever they
are. This application allows for the capture of text (via forms), images, video/audio
— all attached to a location, and uploaded a central location and shared to all
authorized users — allowing for real time situational awareness.

B
AN Madson l p
Witedoo

Refrech Merts o OC.]‘“

User Sattrgs

L) Ann Ao

: Cinon” 8;“““ ’ 7
WA 3 Zoda  INDIANA

Quing ‘
& Excessive Heat Watch ~ @
@ Flood Warring =

& A Response

& Sevete Thunderstorm Warning Wicrorelt® ., .

# Flash Flood Warmng Virtual Earth sopiinevile
. =7 e ()

A tMo Whitepaper July 2008 3



Image 1. tMo for SharePoint’s mobile application for Windows Mobile devices showing
captured and integrated alerts and intuitive mapping using Microsoft’s Virtual Earth.

Second, a set of WebServices and a storage mechanism that handle the incoming
and outgoing transactions including secure storage and transmission of multimedia
content. These are built using Microsoft server foundation products like SQL Server
2008.

Third, a SharePoint WebPart that securely consumes and generates new content
from the above mentioned storage and WebServices tier. This is a common
interface that any level of user can use to view, query and create new content —
including integration into an existing or new workflow and business logic.
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Image 2. tMo for SharePoint’s SharePoint WebPart showing SharePoint lists (extensible
into custom or existing SharePoint workflows), integrated Virtual Earth Mapping and
multi-media content sharing.

Vision of a Centrally Managed Information Portal

tMo for SharePoint is a flexible system allowing unique capabilities for data
collection on otherwise existing mobile devices like smartphones. Given group
policy and high security, tMo for SharePoint allows corporate staff to collect
information in real time for a variety of uses, then in turn share that information
seamlessly with new or existing enterprise systems for aid to real time decision
support. Moreover, the product vision is to extend an organization communications
flow with modern tools commonly available and owned by existing staff — aiding in
decision support for a variety of application needs.
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Lower cost of ownership

tMo for SharePoint is built on Microsoft server foundation, .NET development
platforms and the Windows Mobile operating systems. Existing organizations that
use Microsoft products predominately will find tMo for SharePoint to be a cost
effective solution as it leverages common Microsoft tools used in small to large
enterprises.

Standards Based

tMo for SharePoint was built using only standards based communication,
encryption and foundational products in its development and deployment.
Therefore, is its extensible and designed to augment technology rather than
replace entirely.

Scalability

tMo for SharePoint is designed to scale easily as user count ebbs and flows during
critical events. Scalability can be achieved via adding additional computing
resources (memory, disk etc), and new systems entirely (adding additional
throughput).

The tMo for SharePoint System

The tMo for SharePoint platform is separated into three main areas coupled
together, these are the following:

1. A Windows Mobile 5/6/6.1 application.

The tMo for SharePoint Windows Mobile application allows users,
via a secure login, to collect images, video/audio and complete
simple text based forms — then attach this content to a location (via
GPS or an intuitive mapping application) and upload to a centralized
server. The application also receives feeds from the server
described below, allowing real time situational awareness of events
— wherever the user may be.

2. WebService and Storage tier (on the backend)

tMo for SharePoint aggregates and stores incoming events from
mobile devices, from a SharePoint application and other 3™ party
sources (noted below) and provides the means to share this content
with a trusted community via group policies. In addition, tMo for
SharePoint can also consume feeds from other 3™ party sources, for
example, from the Swan Island Networks TIES® Web system. TIES
Web provides aggregation of thousands of external event feeds
from weather, natural disasters, global alerts (terrorism, man-made
events) and government open sources to restricted feeds (like
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earthquakes and 911 feeds). Visit www.swanisland.net for more
information.

3. SharePoint integration controls

A SharePoint WebPart is provided that consumes events from the
server tier described above. These event feeds are placed into a
SharePoint list that then can be actionable in ways specific to an
organizations business logic and workflow. An integrated Microsoft
Virtual Earth mapping interface is also included to visualize events
on a map right inside a SharePoint page; this is also extendable and
to can consume other mapping sources and custom actions.

Mobile 5 Microsoft Mobile
Browsers TIES® Web SharePoint Applications

Mobile Device Management Center

3™ party eventdata sSQL Server
feeds

Diagram 1. The tMo for SharePoint system.

As shown in diagram 2 above, the tMo for SharePoint system is built to extend an
organizations communication flow via a rich set of user interfaces from mobile to
web browsers and is built on computing and architectural standards.
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tMo for SharePoint Application Examples

tMo for SharePoint, as emphasized throughout this paper, is designed to integrate
into an organizational workflow — new or existing. The value is it adds a real time
secure data collection and sharing component — which can be applied to many
different needs throughout an organization — large or small. The following
constitute some examples of application areas for tMo for SharePoint:

Alerting and
sensitive
information
sharing

Insurance, Realtime
damage situational
assessment awareness

Workplace
issue
reporting

Diagram 2. Example application areas for tMo for SharePoint

1. E-consults. Medial professionals can now catalog, share and
network in real time regarding issues from diagnosis to treatment.
Text, pictures, video/audio can be captured using a mobile device
and uploaded to a central location for study at a later time or real
time collaboration over a trusted network of peers.

2. Workplace issue reporting. HR related issues can get complicated
and having real time information on the scene can aid in design
making and costly procedures.

3. Initial insurance reporting. Providing a heads up on as much
information as possible immediately after an accident (or the like)
occurs — can help dramatically in the decision tree and record
keeping.

4. Damage reports. Electronic filing of damage reports with attached
multi-media content of the damage is a great tool for damage
assessors and can aid in investigation and insurance reporting.

5. Secure information sharing. Furthering corporate information
sharing can be a difficult proposition given the sensitive
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information that organizations must share. tMo for SharePoint can
be a platform for secure information sharing of the most sensitive
corporate information to mobile and web clients.

6. Real time situational awareness. Secure alerting and notifications
pertaining to corporate security issues can be address easily with
tMo for SharePoint. Including the dissemination of external
information relevant to business continuity (weather, man-made
events, disruption to supply, etc).

7. Many other applications, including corporate proprietary processes
can benefit from tMo for SharePoint’s secure data collection and
information sharing.
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b Secure Mobile Data Collection
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About Trusted Mobile Solutions, Inc. (tMo)

Trusted Mobile Solutions, Inc. (tMo™) is a privately held corporation formed to
provide industry-leading technologies that address secure information sharing and
brings powerful yet very simple to use multimedia and analytical tools to mobile
devices. Our technology and IP offerings include core IT Enterprise components for
the integration and utilization of organizations’ IT Enterprise infrastructure. Our
passion centers on building frameworks that make the mobile device more and
more relevant for critical business and other applications and leverages
organizations’ investments in Enterprise technologies in order to extend traditional
computing to the mobile device.

tMo is developing a series of products that combine and leverage powerful and
useful tools in a manner that are unique to the market. We have created innovative
IP and offerings that leverage mobile technologies and capabilities, secure
information sharing, location based services and geospatial analytics, trusted on-
line communities, multimedia alert creation and notification, information filtering
and fusion and predictive analytics for Business Resiliency in a manner that is
pioneering how businesses and individuals use their mobile devices and
communicate with Enterprise environments.

For more information , contact:
Bart Killpack
bkillpack@ trustedmobilesolutions.com
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